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A Review on Detection and Prevention of
Gray-Hole Attack in MANETSs
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Abstract— MANETs are wireless network without having any fixed infrastructure. It is a self-organizing network of mobile routers connected by wire-
less links with no access point. In MANET nodes have limited sources like bandwidth, battery power and storage capacity. The mobile adhoc networks
are vulnerable to Denial of Service (DOS) attacks. Grayhole attack is an event that degrades the overall network’s performance by intentional malicious
activity. Grayhole attack may drop packet coming from or destined to certain specific nodes in the network while forwarding all the packets for other
nodes. In this paper we will discuss about the gray hole attack detection and prevention technique which disrupt the various network parameter used to

check the performance.

Index Terms— Active attacks, AODV, Gray hole attack, DSR, DSDV, Mobile Adhoc Networks, Passive attacks, Reactive Routing Protocol, Security

Threats.

1 INTRODUCTION

Mobile adhoc networks are multihop temporary wireless net-
work without having any fixed infrastructure. It has different
characteristics such as lack of centralized administric, distrib-
uted cooperation, changing topology without any existing
infrastructure. Security in Mobile Ad-Hoc Network (MANET)
is the most important concern for the basic functionality of
Network.

Dynamic topology, distributed cooperation and resource con-
straints are some of the unique features that exist in the adhoc
network which inevitably increase the vulnerability of such
network. Many features might be used to classify attacks in
the adhoc networks. Example would consists look at the be-
havior of the attacks (passive vs active), the source of the at-
tacks (external vs internal, the processing capacity of the at-
tackers (mobile vs wired) and the number of attackers (single
vs multiple).

Black hole attack is kind of DoS attack where black hole node
can attract all packets by pretending shortest route to the des-
tination. It drops all traffic destined for that node when traffic
is received by it. The effect of this attack completely degrades
the performance of the network because the destination node
never receives any information from the source. Grayhole at-
tack is a specialization variation of blackhole attack, where
nodes switch their states from black hole to honest intermit-
tently and vice versa. Detection of gray hole attack is harder
because nodes can drop packets partially not only due to its
malicious nature but also due to congestion. .Detection is diffi-
cult because the node’s nature is not fixed, it can’t predict that
when node will be virulent and when it will become to normal
node.
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Fig 1: Mobile Ad hoc Networks

2 RouTING PrROTOCOLS

MANET routing protocols can be categorized into different
classes as: table-driven/proactive, on demand driven/reactive
&hybrid. Routing protocols play crucial role in determining
performance parameters such as packet delivery fraction, end
to end (end 2 end) delay, packet loss etc. of any ad hoc com-
munication network .Depending on the routing topology
Proactive protocols are typically table-driven. Examples of
this type include Destination Sequence Distance Vector
(DSDV). Reactive or source -initiated on-depending on the
routing topology. Reactive or source-initiated on-demand pro-
tocols do not periodically modify the routing information. It is
transmitted to the nodes only when necessary. For Example,
Dynamic Source Routing (DSR) and Ad Hoc On-Demand Dis-
tance Vector (AODV). Hybrid protocols make use of both reac-
tive and proactive techniques. Example of this type includes
Zone Routing Protocol (ZRP).

IJSER © 2013
http://www.ijser.org


http://www.ijser.org/

International Journal of Scientific & Engineering Research, Volume 4, Issue 11, November-2013

ISSN 2229-5518

AD-HGE MOBILE
ROUTING PROTOCOLE

OM-DEMAND-DRIVEN
| REACTIVE

TABLE DRIVEN/
PROAZTIVE
1

*
HyBREID * .

ABR DER |

DEDY WRP

ZRP
CoOSR STaR TORA ADDV |

CBRF RDMWMAR

Fig 2: Routing Protocols for Mobile Ad hoc Networks

Some important Mobile Adhoc Network routing protocols are
described below:

2.1 AbHoc ON DEMAND DISTANCE VECTOR (AODV) ROUTING
PrRoTOCOL

AODV is a very simple, effective and efficient Routing proto-
col for Mobile Ad-hoc Networks which do not have fixed to-
pology. It is typically minimizes the number of required
broadcasts by creating routes on a demand basis.The Ad hoc
On-demand Distance Vector (AODV) is the widely used pro-
tocol. When a Source node wishes to route a packet to a desti-
nation node, it uses the specified route if afresh enough route
to the destination node is available in its routing table. If not, it
begins a route discovery process by broadcasting the Route
Request (RREQ) message to its neighbours, which is further
propagated until it reaches an intermediate node with afresh
enough route to the destination node specified in the RREQ ,or
the destination node itself. AODV builds routes using a route
request / route reply query cycle. When a source node wants a
route to a destination for which it does not already have a
route, it broadcasts a route request (RREQ) packet across the
network. Nodes accepting this packet update their infor-
mation for the source node and set up backwards pointers to
the source node in the route tables.

2.2 DYNAMIC SOURCE ROUTING (DSR) PrROTOCOL

Dynamic Source Routing (DSR) is a reactive kind of protocol.
The main feature of DSR is source routing in which the source
always knows the complete route from source to destination.
Route maintenance is used to monitor correctness of estab-
lished route s & to initialize route discovery if a route fails.
The Dynamic Source Routing is a simple and efficient routing
protocol designed specifically for use in multi-hop wireless ad
hoc networks of mobile nodes. In DSR, intermediate nodes do
not need to preserve the routing information.

2.3 ZONE ROUTING PrROTOCOL (ZRP)

ZRP reduces the proactive scope to a zone entered on every
node. In a limited zone, the maintenance of routing infor-
mation is easier. Also, the amount of routing information that
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is never used is minimized. ZRP can be categorized as a flat
protocol because the zones overlap. Hence, optimal routes can
be determined and network congestion can be reduced .ZRP
comes under the hybrid protocol category. It uses the features
of proactive & reactive routing protocol.

2.4 DESTINATION SEQUENCED DISTANCE VECTOR (DSDV)
RouTING PROTOCOL

In DSDV every node in the network maintains a routing table
in which all of the possible destinations within the network
and the number of hops to each destination are recorded. Each
entry is sequentially numbered assigned by the destination
node. The mobile nodes are enabled by these sequenced num-
bers to distinguish stale routes from new ones, thus avoiding
the formation of routing loops. Routing table modifications are
periodically transmitted throughout the network for maintain-
ing table consistency. In Destination Sequence Distance Vector
each node maintains a route to every other node in the net-
work and there by routing table is formed. Each entry in the
routing table consists of sequence numbers which are even if a
link exists; else, an odd number is used. The number is gener-
ated by the destination, and the emitter requires sending out
the next update with this number.

3 SECURITY THREATS IN MANETS
Due to their highly adaptive nature MANETS are threatened
by a lot of attack. Mainly the attacks can be classified as:

3.1 PASSIVE VS. ACTIVE ATTACKS

Passive attacks are launched to lose value information in the
targeted networks. Passive attacks are the attacks that do not
disrupt proper operation of network Attackers snoop data
exchanged in network altering it. An active attack attempts to
change or delete the data being exchanged in the network ,
thereby disturbing the normal functioning of the network.

3.2 EXTERNAL VS INTERNAL ATTACKS

External attacks are carried out by nodes that do not belong to
the network .these attacks can be prevented by using standard
security mechanisms such as encryption techniques and fire-
walls.

Internal attacks are initiated by the authorized nodes in the
networks and might come from both compromised and mis-
behaving nodes. Internal nodes are identified as compromised
nodes if the external attackers hijacked the authorized internal
nodes and are using them to launch attacks against adhoc
networks.

3.3 MOBILE VS WIRED ATTACK

Mobile attackers are the attackers that have the same capabili-
ties as the other nodes in the adhoc networks. Since, they have
the same resource limitations; their capabilities to harm the
new operations are also limited.

Wired attackers are the attackers that are capable of gaining
access to the external resources such as the electricity. Since
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they have more resources, they could launch more severe at-
tacks in the network such as jamming the whole network or
breaking expensive cryptography algorithms.

3.4 SINGLE VS MULTIPLE ATTACK

Single attackers usually generate a moderate traffic load as
long as they are not capable to reach any wired facilities .If
several attackers are colliding to launch attacks, defending the
adhoc networks against them will be much harder. Colliding
attackers could easily shut down any single node in the net-
work and be capable to degrading the effectiveness of net-
work’s distributed operational including the security mecha-
nisms.

Some dangerous attacks are described below:

BLACKHOLE ATTACK

Instead of relaying routing messages as the protocol requires,
an attacker can drop them, in order to reduce the quantity of
routing information available to the other nodes. This is
known as blackhole attack by Hu, and is a “passive” and a
simple way to perform a Denial of Service. The attack can be
done selectively (drop routing packets for a determined desti-
nation, a packet every n packets, a packet every t seconds, or a
randomly selected portion of the packets) or in bulk (drop all
packets), and may have the effect of creating the destination
node unreachable or downgrade communications in the net-
work.

MESSAGE TAMPERING

An attacker can also modify the messages originating from
other nodes before relaying them, if a mechanism for message
integrity (i.e. a digest of the payload) is not utilized.

REPLAY ATTACK

As topology changes, old control messages, though valid in
the past, explains a topology configuration that no more exists.
An attacker can perform a replay attack by recording old valid
control messages and re-sending them, to make other nodes to
update their routing tables with stale routes. This replay attack
is successful even if control messages bear a digest or a digital
signature that does not include a timestamp.

WORMHOLE ATTACK

The wormhole attack is quite terrible, and consists in record-
ing traffic from one region of the network and replaying it in a
different area. It is carried out by an intruder node X located
within transmission range of legitimate nodes A and B,
where nodes A and B are not themselves within transmission
range of each other. Intruder node X hardly tunnels control
traffic between A and B (and vice versa), without the changes
presumed by the routing protocol - e.g. without stating its
address as the source in the packets header - so that X is vir-
tually not visible.

Rushing attack

An offensive that can be carried out against on-demand rout-
ing protocols is the rushing attack. Typically, on-demand rout-
ing protocols state that nodes must forward only the first re-
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ceived Route Request from each route discovery; all further
received Route requests are ignored. This is done in order to
minimize cluttering. The attack consists, for the opponent, in
quickly forwarding its Route Request messages when a route
discovery is initialized.

THE GRAYHOLE ATTACK

Gray Hole Attack a malicious node refuses to forward certain
packets and drops them. The attacker specifically drops the
packets originating from a single IP address or arrange of IP
addresses and forwards rest of the packets. In MANET, gray
hole nodes are very effective. Each node maintain a routing
table which stores the next hop node information for a route a
packet to destination node , When a source node want to route
a packet to the destination node , it uses a specific route if
such a route is available in its routing table. If not, nodes initi-
ate a route discovery process by broadcasting Route Request
(RREQ) message to its neighbors. On receiving RREQ mes-
sage, the intermediate nodes update their routing tables for a
reverse route to source node. A Route Reply (RREP) message
is sent back to the source node when the RREQ query reaches
either the destination node itself or any other node that has a
current route to destination.

The main criteria for identifying a malicious node is the esti-
mated percentage of packets dropped, which is compared
with a pre-established misbehavior threshold. Any other node
that drops packets in excess of the pre-established misbehav-
ior threshold is said to be mischievous, while for nodes whose
percentage of dropping packets is below the threshold are said
to be correctly behaving. A deviation of this attack is the gray
hole attack, in which nodes either drop packets in a statistical
manner (e.g. dropping 50% of the packets or drop packets se-
lectively (e.g. dropping all UDP packets while forwarding TCP
packets) or dropping them with a probilistic distribution.

Node S wants to send data packets to node D and initiates the
route discovery process. It is considered that node 2 is a mali-
cious node and it claims that it has route to the destination
whenever it receives route request packets, and immediately
transmits the response to Source node. If the response from
node 2 reaches first to node S then node S consider that the
route discovery is complete, ignores all other reply messages
and starts to send data packets to node 2. As a result, all pack-
ets through the node 2 are lost or consumed. In Gray Hole
Attack a malicious node denies forwarding certain packets
and drops them. The attacker selectively drops the packets
coming from a single IP address or a range of IP addresses and
forwards the remaining packets. Gray Hole nodes in MANETs
are very effective.
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Fig. 3 Grayhole attack in MANET
In above figure

S- Source

D- Destination

1- Node, 3- Node, 4-Node
2-Malicious Node

4 LITERATURE SURVEY

Mr. C.S. Dhamande et al [1] has proposed a technique which is
summarised as: 1. to study the effects of Gray Hole attack in
the light of packet delivery ratio (PDR), network load and End
to End delay in MANET. 2. Simulating Grayhole attack using
Ad- hoc On Demand Vector (AODV) Routing protocol. 3.
Comparing the results of AODV protocol with and without
Gray Hole attack. 4. Proposed new efficient security technique
in AODV protocol as a counter measure of gray hole attack &
also minimize the impact of gray hole attack

Onkar V. Chandure et al [2] presented a method which is used
to detects and prevents the gray hole attack and also detects
the behaviour of malicious node. This algorithm increases the
packet delivery ratio and end to end delay. The performance
of the network also increases by using SAODV in the algo-
rithm.

Ashok Desai et al [3] proposed a mechanism wich is based on
the mobile agent. In this method, each mobile agent has two
parameters, one is expiry time and other is RTT time. In a
fixed time interval mobile agent is generated from source node
and move to the network. In a fixed time period, it should cal-
culate the overhear rateof its next hop and compare it with the
threshold value. In this algorithm, mobile agent does not visit
each neighbour node but only observes the next node in cur-
rent route. This algorithm detects the gray hole and minimizes
the packet drop and congestion.

Avnesh Kumar et al [4] proposed a methodology which detect
and prevent the group gray hole attack in the network. In this
method, to detect the malicious node, the previous neighbour
node and suspected node checks the two hop distance node
for each possible path which goes towards the destination. So,
firstly it stores the RREP packet at previous node and adds
one hop distance of suspected node. This algorithm is based
on destination based routing method. The major factor of this
algorithm is to maximize the overall network throughput.

Sarita Chaudhary et al [5] proposed a technique for detection
and removal of black holes and gray holes from the network.
In this methodology, the concept of core maintenance of the
allocation table is used in which when a new node adds in the
network, it broadcasts a message as a request for IP address.
Then backbone node randomly selects a IP addresss which are
free in the network.The new IP address is allotted to the new
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node and sends an acknowledgement to the backbone node.

Onkar V. Chandure et al [6] proposed an algorithm that is
based on security based technique which is used to recognise
and eradicate the problem of gray hole attack. It works in two
phases, firstly it develops a method which is used to handle
the malicious node in the network and then routing protocol is
used to recognise the gray hole attack.

A M Kanthe et al [7] proposed approach uses effective way of
providing security in AODV against grayhole attack. Pro-
posed mechanism is to detect grayhole attack and eliminate
the normal nodes with higher sequence number to enter in the
black list .Effective decision making regarding black listing of
nodes by keeping track on switching activity Adequate use of
peak value and implementation of fresh approach of current
elapsed time of adhoc network to make the proposed mecha-
nism more efficient.

Shivani Sharma et al [8] Sequenced Queue based Routing Al-
gorithm (SQRA) is proposed for Detection and Correction of
Grey Hole attack by Implementing Intrusion Detection Sys-
tem. In this, the Detection of grey hole attack & Implements of
corrective measures against it. Recovering system operation
for grayhole attack. Implementing Sequenced Queue based
Routing Algorithm for new routing table. Direct link estab-
lished after recovering the attacks. The working of our algo-
rithm is based on detection of broadcast IDs stored in the rout-
ing table of various intermediate nodes. The working of vari-
ous nodes whoever depends upon how fast IDS responded to
partially query and thus there is always a problem of over-
head that may be encountered but our IDS we have limited
this problem to much extend by using the application of dis-
tance vector routing algorithm.

C.S. Dhamande et al[9] proposed work is to compare effect of
normal AODV and grayhole attack in the term of packet de-
livery ratio, network load and end to end delay, packet loss
ratio in MANET and find the performance of the adhoc net-
work. In this method using AODV as a counter measure of
grayhole attack and minimise the effect of grayhole effect and
improves the reliability and effectiveness of the adhoc net-
work.

Shivani Sharma et al [10] proposed sequenced queue based
routing algorithm for detection and correction of grayhole
attack by implementing intrusion detection system.
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Explaination of above review in tabular form-

S | Year of | Author Techniques used Simu-
N| Publi- lator
o | cation
1| Feb CS. Dha- | Implementation of
2012 mande AODV routing proto- | NS-2
HR.Desh | col,
mukh Procedure for finding

the suspected node.

2 | Mar C.S. Dha- | Compared the effects

2012 mande of AODV and gray | NS-2
HR.Desh | hole attack in the pdr
mukh & etoe delay.
3| Jul Avenash Used destination | NS-2
2012 Kumar based approach when
Meenu there are more than
Chawla one malicious nodes
4 | Aug Sarita Core Maintenance of
2012 Chaudhar | the allocation table is | OPNE
y, kriti | used. T
Sachdeva
5| Sep A MKant | Detection of malicious | NS-2
2012 he, node during route
Dina discovery process.
Simunic This mechanism de-
Ramjee tects gray hole attack
Prasad and eliminates the
normal nodes.
6 | 2013 Shivani Sequence queue

Sharma based routing algo- | NS-2
Tanupreet | rithm for new routing

damage. In our future work we proposed new algorithm
based on trace gray and course based algorithm and Improve
grayhole detection rate and reduce network load.
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5 CONCLUSIONS AND FUTURE SCOPE
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